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Application and Infrastructure Modernization

* Application and infrastructure modernization project.

¢ Using Java programming language and Spring framework.

* Ability to process 1+ billion transactions annually.

* The non-production and production environments are running on Red Hat OpenShift Container Platform.
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Payten Tech Stack FGIIEL

Bitbucket, Jenkins, SonarQube, Argo CD, Nexus, Ansible

OpenShift Container Platform, Red Hat Advanced Cluster Security, OpenShift Data Foundation,
Rancher Kubernetes

Kafka, Redis, Cassandra, Oracle, HashiCorp Vault

Graylog, Opensearch, Prometheus, Grafana, Dynatrace, Opsgenie




DevOps Pipelines

All pipelines were written with Jenkins Shared Libraries

Running unit tests

Code quality analysis with SonarQube

Build and push images to image registry

Image scanning with cli tool of Red Hat Advanced Cluster Security
Image signing with cosign

Continuous deployment with Argo CD
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OpenShift Container Platform

Installed on vSphere with IPI method.

3 master nodes, 3 infra nodes and n worker nodes are members of OCP Cluster.
OpenShift components are running on infra nodes such as Logging, Monitoring,
Ingress, Image Registry, GitOps and ACS.

User management configurations.

AlertManager integration with Opsgenie.



OpenShift GitOps & Argo CD

e Installed on OpenShift with OpenShift GitOps Operator.

Payten

e All resources were created with declarative methods and yaml files are stored in git

repositories.
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OpenShift GitOps & Argo CD

Payten

e Installed on OpenShift with OpenShift GitOps Operator.

e All resources were created with declarative methods and yaml files are stored in

git repositories.

apiVersion: argoproj.io/vlalphal
kind: Application ‘ . ‘

metadata:
labels:
env: dev
type: backend
name: service-a-dev
namespace: openshift-gitops
spec:
destination:
namespace: app-develop
server: https://kubernetes.default.svc
project: app-develop
source:
chart: generic-chart
helm:
parameters:
- name: image.tag
value: 1.0.1
- name: image.repository
value: nexus.local/service-a
valueFiles:
- helm-values/service-a/values—dev.yaml
repoURL: https://nexus.local/repository/helmrepo/
targetRevision: 1.0.1

1
2
3
4
5
6
7
8
9

B R e
N R ®

apiVersion: argoproj.io/vlalphal
kind: AppProject
metadata:
name: app-develop
namespace: openshift-gitops
spec:
destinations:
- name: in-cluster
namespace: app-develop
server: https://kubernetes.default.svc
sourceRepos:
- https://nexus.local/repository/helmrepo/



Helm Charts

¢ Generic helm chart for all microservices.

e Contains all the necessary Kubernetes objects for application.

e Contains values files for each environment.

templates

_helpers.tpl
configmap-js.yaml

configmap-nginx.yaml

configmap.yaml
deployment.yaml

externalSecret.yaml

hpa.yaml
ingress.yaml
pdb.yaml
routes.yaml
secret.yaml
secretStore.yaml
service.yaml

serviceaccount.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
name: {{ .Values.application }}-{{ .values.env }}
: {{ .Release H
{{- with .values.labels }}
labels:
{{- tovaml . | nindent 4 }}
{{- end }}
spec:
{{- if not .Values.autoscaling.enabled }}
replicas: {{ .Values.replicaCount }}
{{- end }}
{{- with .vValues.labels }}
selector:
matchLabels:
{{- toyaml . | nindent 6 }}
{{- end }}
template:
metadata:
{{- with .Values.podAnnotations }}
annotations:
{{- toYaml . | nindent 8 }}
{{- end }}
{{- with .Values.labels }}
labels:
{{- toyaml . | nindent 8 }}
{{- end }}

# Deployment
application: service-a
env: dev
labels:
app: service-a
env: dev
replicaCount: 3
terminationGracePeriodSeconds: 90

image:
repository: nexus.local/service-a
tag: 1.0.1
pullPolicy: Always

imagePullSecrets:
- name: image-reg-secret

containerPorts:
- name: http
containerPort: 8080

serviceAccount:
name: service-a
create: true
annotations: {}
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# Configuration
configMap:
create: true
variables:
SPRING_DATA_CASSANDRA_CONTACT_POINTS: *''
SPRING_DATA_CASSANDRA_PORT: 9042
additionalConfigMaps:
— common-config

secret:
create: false
variables: []
additionalSecrets:
- common-secret

externalSecret:
create: true

secretStore:
create: false

{{- if .values.configMap.create -}}

apiVersion: vi

data:

{{- range $key, $value := .Values.configMap.variables }}
{{ skey }}: {{ gvalue | quote }}

{{- end }}

kind: ConfigMap

metadata:
name: {{ .Values.application }}-{{ .Values.env }}
namespace: {{ .Release.Namespace }}

{{- else -}}

apiVersion: vi

data:

{{- range $key, $value := .Values.configMap.variables }}
{{ skey }}: {{ $value | quote }}

{{- end }}

kind: ConfigMap

metadata:
name: {{ .Values.application }}
namespace: {{ .Release.Namespace }}

{{- end }}




Redis Clusters

e Installed on OpenShift Container Platform with community

operator.

¢ One cluster for each environment.

O O

Redis and RedisCluster
Redis  can be applied in the form of CRD. Redis
Standalone Cluster

Operator creates the standalone/cluster
setup based on the configurations
provided.

Redis Leader
ds

®m
oY

Redis Standalone
Pod

If monitoring is enabled, exporters will

run as sidecar along with redis. Redis Follower
Prometheus can be used to pull the Pods
metrics.

.

Consumer applications can consume
redis with security practices like: Consumer
Application
o TLS integration
« Authentication

apiversion: vi
kind: Secret
metadata:
name: redis-dev-secret
namespace: ops
type: Opaque
stringbata:
password: "'

apiversion: vi
kind: Confighap
metadat:

name: redis-dev-additional-config
namespace: ops
data:
redis-additional.conf: |
appendonly no
save "

apiversion: redis.redis.opstreelabs. in/vibetal
kind: RedisCluster
metadata:
name: redis-dev
namespace: ops
spec:
clustersize: 3
clusterVersion: v7
persistenceEnabled: true
securityContext:
runAsUser: 1000
fsGroup: 1000
serviceAccountNane: redis-sa
kubernetesConfig:
inage: quay.io/opstree/redisiv7.0.5
imagePullPolicy: IfNotPresent
resources:

menory: 300Mi
redisSecret:
name: redis-dev-secret
key: password
redisExporter:
enabled: true
image: quay.io/opstree/redis-exporter:v1.44.0
imagePullPolicy: Always

memory: 128Mi
Uinits:
cpu: 100m
memory: 128Mi
env:

-~ name: REDIS_EXPORTER_INCL_SYSTEM_METRICS

redisConfig:
additionalRedisConfig: redis-dev-additional-config
redisFollover:
redisConfig:
additionalRedisConfig: redis-dev-additional-config
storage:
volumeClainTemplate:
spec:
storageClassNane: ocs-storagecluster-ceph-rbd
accessModes:
- ReadWritednce
resources:
request
storage: "100Mi"
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Kafka Clusters

name: Update Cache
apt:
update_cache: yes

name: Installing java
apt:
name: openjdk-11-jdk
state: present

* Created topics for all environments. rone: Creating kafke user

user:
name: kafka
shell: /bin/sh

e Default topic configurations about retention, ente romer

e Installed on VMs with Ansible playbooks.

0N U A WNR

name: Creating /opt/kafka-{{ kafka_version }}

partition and replication faCtor' fi;:ih: /opt/kafka—{{ kafka_version }}

state: directory

owner: kafka

group: kafka
tags:

- upgrade

name: Downloading and extracting kafka
unarchive:
src: "{{ kafka_source }}"
dest: /opt/kafka-{{ kafka_version }}
remote_src: yes
extra_opts: [--strip-components=1]
owner: kafka
group: kafka
tags:
- upgrade
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Graylog and Opensearch Clusters

Installed on VMs with Ansible

Devices and

playbooks. — o)
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Graylog and Opensearch Clusters

Ansible Playbook
for Opensearch

— README.md
— files
internal_users.yml
roles.yml
roles_mapping.yml
tenants.yml
— inventories
opensearch
drc-hosts
group_vars
L— all
L— all.yml
prod-hosts
test-hosts
opensearch-drc.yml
opensearch-prod.yml
opensearch-test.yml

roles
L— linux
f— dashboards
— defaults
L— main.yml
— handlers
L— main.yml
— tasks
dashboards.yml
etchosts.yml
main.yml
tune.yml
— templates
dashboards.service
opensearch_dashboards.yml
L— vars
L— main.yml
L— opensearch
[— defaults
L— main.yml
— handlers
L— main.yml
— secrets
drc.yml
prod.yml
test.yml
— tasks
f— etchosts.yml
— main.yml
— opensearch.yml
— security.yml
L— tune.yml
— templates
f— internal_users.yml
— jvm.options
— opensearch-multi-node.yml
— opensearch-single-node.yml
— opensearch.service
— security_conf.yml
— security_plugin_conf.yml
— tlsconfig.yml
— vars
L— main.yml

21 directories, 40 files

— README.md
— graylog
— defaults
L— main.yml
— handlers
L— main.yml
— secrets
— drc.yml
— prod.yml
— test.yml
— tasks
— etchosts.yml
F— main.yml
— mongodb-Debian.yml
— mongodb-RedHat.yml
— mongodb-conf.yml
— security.yml
— server.yml
— setup-Debian.yml
— setup-RedHat.yml
— templates
— apt_preferences.d

L— debian_elasticsearch.j2
graylog.server.conf.j2
graylog.server.default.j2

— mongo—admin-conf.sh
— mongo-log-conf.sh
— mongo-rs—conf.sh
— mongodb-init.conf.j2

— vars

— Debian.yml
— RedHat.yml
— main.yml
— graylog—-drc.yml
— graylog-prod.yml
— graylog-test.yml
— inventory-drc

— inventory-prod

— inventory-test

9 directories, 34 files

— mongodb-latest.conf.j2
— mongodb.service-Debian.j2
— mongodb.service-RedHat. j2

Payten

Ansible Playbook for
Graylog and MongoDB



Payten
Graylog and Opensearch Clusters

Graylog Cluster
groylog-master, graylog-slaveOt graflog-slave02,

e OpenShift Logging component has collector Kbk Tnputs

pods to gather logs from application containers / l\

and it writes logs to target Katka Topics.
Kafka Tppids of Applicption Logs Kafka Cluster
e Graylog has input types that read messages { . }P :f} :

from Kafka Topics.

e Indices and streams are created for each

environment. Faertd Feertd Foorid
—_—— — Openshift Container Platform
worker-1 worker-2 worker-n
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Red Hat Advanced Cluster Security

* Vulnerability management
e Compliance
* Network segmentation

e Verify images with trusted signature before deployment

‘ RedHat
Advanced Cluster
Security
for Kubernetes
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Prometheus&Grafana and Dynatrace

Installed on VMs with docker containers.

Gathering metrics from multiple targets such as OpenShift, Kafka, Redis, etc.
Dashboards for JVM, Kafka Clusters, Redis Clusters and OpenShift Infrastructure
monitoring.

OpenShift monitoring component collects metrics from specified endpoints of
microservices and sends to OpenShift Prometheus for user workloads.

Application performance monitoring (APM) with Dynatrace.



Payten

Thank you!

Tayyip Osmanoglu
DevOps Team Lead at Payten

tr.marcom@payten.com

www.payten.com/tr
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Bu sunumda sunulan igerik telif hakki korumasina tabidir. Metinler, grafikler, fotograflar, sesler, animasyonlar ve videolar
ile bunlarin sunumda dagitimi, Telif Haklari ve ilgili haklar Kanunu kapsaminda korunmaktadir. Bu belgede yer alan
herhangi bir materyalin izinsiz kullanimi, telif hakki, ticari marka veya diger yasalarin ihlali anlamina gelebilir. Bu
sunumdaki materyaller, Payten yazili olarak onay vermedigi siirece, kamuya agiklanamaz, kamuya agiklanamaz, icra
edilemez, dagitilamaz veya baska herhangi bir kamusal veya ticari amagla kullanilamaz. Bu sunumun igeriginin Uglnci
sahislar tarafindan ticari kullanimi, dagitimi, degistirilmesi veya igeriginin alinmasi dahil olmak tizere herhangi bir amag igin
kopyalanmasi yasaktir. Ayrica, bu sunum Uglinci taraflara sunulan tekliflere ve hizmetlere referans igerebilir. Bu teklifler ve
hizmetler igin kullanim sartlari bu kuruluslar tarafindan tanimlanir.

Payten, bu kuruluslarin teklif ve hizmetlerinin kullanim kosullarina, igeriklerine ve etkilerine iliskin higbir sorumluluk kabul
etmez. Bu sunumda yer alan bilgi ve bilgiler sadece bilgi amacglidir. Sunum Inscale sirket Grinlerinin kullanimi ile
hazirlanmigtir. Payten'in adi ve logosu tescilli ticari markalardir. Bu isaretlerin kullaniimasi, Payten'in dnceden agik bir
sekilde anlasiimasini gerektirir.

ten



